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Abstract: Android is increasingly facing the threat of malware attacks. It is difficult to effectively detect
large-sample and multi-class malware for traditional machine learning methods such as support vector machine,
method for Android malware detection and family classification based on deep neural network was proposed. Based
on the comprehensive extraction of application components, Intent Filter, permissions, and data flow, the method
performed an effective feature selection to reduce dimensions, and conducted a large-sample detection and
multi-class classification for malware based on deep neural network. The experimental results show that the method
can conduct an effective detection and classification. The accuracy of binary classification between benign and

malicious Apps is 97.73%, and the accuracy of family multi-class classification can reach 93.54%, which is higher
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than other machine learning algorithms.
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Table 3 Comparison of binary classification results
between different networks
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Table 4 Comparison of multi-class classification
results between different networks
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